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DATA GovernAnce 
(SuRVEillANCE, PRiVACy, AND DiGiTAl TRANSNATiONAl REPRESSiON)

Data governance is an integral aspect of digital authoritarianism because it incorporates 
any type of control, authority, and manipulation of data (Abraham, Schneider, and Brocke). 
Within the context of digital authoritarianism, data governance may incorporate both states 
and non-state actors that collaborate with states to facilitate their control over the data 
sources. As a result, it is of significance to work both on states and their interaction with 
non-state actors with a view to consolidating their power through technological means.
This section analyses data governance in the context of its relationship to digital 
authoritarianism. Among the various facets of the topic, it concentrates mainly on 
surveillance, privacy, and digital methods of transnational repression that the states use to 
intimidate and silence their anti-regime activists abroad.

A. Surveillance

Surveillance has been central to state authority and control since the formation of the 
modern state system. At earlier times, states implemented surveillance activities through 
traditional means and structures, such as schools and prisons (Foucault). Following the 
development of modern and digital data systems, states began to adopt new technological 
tools to monitor their citizens’ online activities. From their doctor’s appointments to shopping 
history, states now have extensive data on their citizens, which can easily be accessed and 
used for political purposes.

Technology-empowered surveillance is an underlying characteristic of digital authoritarianism. 
It facilitates watching, controlling, and punishing people for their undesirable acts by the 
oppressive regimes. To have a clear understanding of surveillance in an age of digital 
authoritarianism, it is important to discuss the definition of the term. One of the earliest 
definitions of data-enabled surveillance, in other words dataveillance, was made by Roger 
Clark in 1988. According to Clark, dataveillance is “the systematic use of personal data 
systems in the investigation or monitoring of the actions or communications of one or 
more persons” (Clark). A government can practise dataveillance in two ways. First, it can 
surveil the activities of a specifically identified person (e.g., an anti-regime political actor, 
activist, or fundraiser) through the systemic use of data systems. Second, it can practise 
mass surveillance of society to investigate and monitor societal behaviours, reactions, and 
organisations. 

Clark’s definition sheds light on some of the risks of technology-empowered state 
surveillance. First, authoritarian leaders may receive information about threats to their rule, 
such as civil resistance or political protests, by tracking the online behaviours of activists 
and anti-regime movements beforehand. Therefore, they can easily preclude an anti-regime 
movement, punish the organisers, and deter future protestors to guarantee their regime’s 
survival. Secondly, based on their technological surveillance of the political reactions of ]
society, authoritarian leaders may adopt proper strategies to manipulate public opinion. 
For this reason, technological surveillance can be a critical tool of regime consolidation in 
autocracies, and also can leave the door open for human rights violations in democracies. 
What makes surveillance a unique strategy is its prevalence in both democracies and non-
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democracies. The use of surveillance technologies for authoritarian purposes is a problem 
in democracies with relatively poor human rights records as well as nondemocracies. For 
this reason, the size of the surveillance market is expected to reach nearly USD 68 million 
by 2027 (PR Newswire). In his book, The Rise of Digital Repression: How Technology is 
Reshaping Power, Politics, and Resistance, Steven Feldstein analyses the surveillance 
efforts of 179 countries and concludes that the main users of surveillance technologies are 
not only authoritarian regimes, such as China, but also liberal democracies, such as the 
United States. Therefore, we need a broader understanding of surveillance regarding its 
relationship with different regimes, repression, and human rights. 

Although surveillance is a critical constituent of digital authoritarianism, states or 
governmental actors do not necessarily practice surveillance through their own capabilities. 
Instead, they frequently cooperate with surveillance companies to achieve their political 
goals, and, in return, they create a conducive environment for the empowerment of the 
surveillance companies that make profit out of human data. To better illustrate this ever-
expanding surveillance sphere, Shoshana Zuboff coined the term surveillance capitalism 
in 2015. According to Zuboff, surveillance capitalism refers to “the unilateral claiming of 
private human experience as free raw material for translation into behavioral data” (Laidler). 
This unilateral accumulation of data centralises the data contexts while people become 
more de-sensitized towards the collection of their data. Surveillance capitalism is, therefore, 
an aspect of normalising surveillance in the public sphere. 

There is one aspect of Zuboff’s surveillance capitalism that points to something riskier than 
the normalisation of surveillance. It is the transformation of the collected private data into 
“prediction products” to be sold in the behavioural futures market (Laidler). Thus, the data 
collected by big technology companies holds a significant amount of predictive power 
for our future behaviours, preferences, and decisions. When states share or purchase such 
predictive power from those companies, they in fact gain the opportunity of responding 
to anti-regime sentiments, manipulating their citizens’ political viewpoints, and eliminating 
future anti-regime initiatives. 

In line with Zuboff’s discussion, it is of significance 
to draw a general picture of the surveillance sector. 
Considering the increasing number of developed 
countries where private companies export surveillance 
technologies to currently developing and authoritarian 
regimes around the world, we can view surveillance as a 
regime transmitter, as well. For its global analysis of the 
surveillance industry, Privacy International, a UK-based 
charity organisation, monitored the activities of 528 
surveillance companies and found that the vast majority 
were based in economically advanced and large-arms-
exporting states, including the United States, Britain, 
France, Germany and Israel as the top five countries. 

Although Privacy International’s findings are important 
in terms of showing the dominance of democratic 
countries in the surveillance industry, there is still enough 
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reason to be concerned about the abusive use of surveillance technologies. In 2018, Arne 
Hintz and Stefania Milan’s research on surveillance and massive data collection in liberal 
democracies showed that the diffused character of surveillance in the Western democracies 
can often go unnoticed because they are perpetrated by private capital or subnational 
entities. However, understanding those practices even in nominally democratic countries is 
crucial since it helps us identify the political outcomes of the surveillance. In doing so, we 
can project their long-term consequences. The authors also emphasise the role of private 
capital and private-public partnerships, particularly those with social media companies, as 
a method that states adopt to deepen their surveillance capacities. 

The Cambridge Analytica scandal is a highly relevant incident to illustrate the key role of 
social media companies in deepening surveillance and how it may threaten democracy. In 
2018, Cambridge Analytica, a global data analysis firm, improperly surveilled the data of 
nearly 90 million Facebook users, including their private messages (Ma and Gilbert). Then, 
the company used this massive amount of data to create a “psychographic” dataset, which 
classified voters according to their personality type, so that the company could organise its 
political advertising works accordingly (Amnesty). Due to its implication in Donald Trump 
and Ted Cruz’s presidential campaigns as well as the Brexit referendum, the Cambridge 
Analytica scandal caused one of the biggest scandals in the election history of the United 
States and Britain. It not only overshadowed the elections but also affected public trust in 
government and democracy. Pew Research Center’s public trust survey reveals that public 
trust in government was near historic lows after the 2016 elections.

To normalise technological surveillance without receiving major objections from their citizens, 
states usually underline the existing security risks and frame surveillance technologies as a 
prerequisite for human security. For instance, Elizabeth Goitein in her research thoroughly 
discusses how surveillance became the new normal in the United States after the 9/11 
terrorist attacks. Less than two months after 9/11, The U.S. Congress passed the Patriot Act, 
which refers to a 131-page-long law that made the government’s surveillance of Americans’ 
private data for national security much easier. Goitein describes the impact of Patriot Act 
in these words: “[…] we have seen a transformation, in two short decades, from a legal 
framework that requires the government to obtain a warrant when acquiring Americans’ 
most sensitive data to one that allows the government to amass such information without 
any suspicion of wrongdoing whatsoever” (Goitein). This explanation supports Feldstein’s 
argument that democracies also adopt surveillance technologies, and, hence, citizens of 
democracies are as vulnerable to privacy violations as those in nondemocracies. While 
nondemocracies surveil their citizens unlawfully, the case of Patriot Act points out that 
democracies can make legal regulations during security crises to expand their surveillance. 
In both cases, states’ technological surveillance poses a significant risk for individuals.

A recent example revealing how democracies and nondemocracies frame surveillance as an 
essential implementation to tackle threats is the coronavirus pandemic. While technological 
surveillance of health data became the new normal over the last three years, scholars 
have increasingly reported that digital authoritarianism deepened globally (Powers-
Riggs; Ombatpoonsiri and Mahapatra). In the face of expanding state-led technological 
surveillance, the UN Human Rights Office of the High Commissioner released a report 
warning that “all-pervasive surveillance is no panacea for COVID-19” (OHCHR). In their 
joint statement, the UN experts underlined that, “If a state decides that technological 
surveillance is necessary as a response to the global COVID-19 pandemic, it must make 
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sure that, after proving both the necessity and proportionality of the specific measure, 
it has a law that explicitly provides for such surveillance measures. The law must include 
safeguards, which, if not spelled out in sufficient detail, cannot be considered adequate 
under international law” (OHCHR). 

Video and voice surveillance are also on the rise in many countries, particularly at the borders 
and with refugee or minority populations. The challenge is that they are preceded by large 
scale data collection exercises that violate individual privacy. For example, Hikvision gained 
$33 million to install nearly two thousand cameras that incorporate face biometrics for smart 
city systems of some provinces in China (Burt). The increased use of CCTV in public places 
enables a culture of surveillance in urban areas. Similarly, governments building and using 
smart city technology may create backdoors for information sharing between agencies that 
in turn violate privacy rules because they encourage the use of data beyond the scope 
that it was collected for. Smart city projects sometimes involve external or international 
data processing, which creates vulnerabilities concerning data colonialism, where rich 
countries built smart city infrastructure in emerging countries with the unstated intention 
of harvesting and processing that data for other purposes. Smart city projects deployed in 
this way violate the privacy rights of these countries’ citizens, and give them no course for 
redress as they occur outside the civic relationship between citizens and states. 
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In light of the debate above, we can conclude that we need to deal with repressive use 
of surveillance technologies to tackle digital authoritarianism. Our primary strategy can 
be holding countries and private companies accountable for their abuse of surveillance 
tools. To achieve this goal, we need well-prepared technology laws and policy regulations. 
Technology develops fast, but preparation of policies and laws takes longer than expected. 
As a result, nondemocracies especially take advantage of the current gaps in the regulations. 
We can prevent the risk of future violations by making more responsive political and legal 
regulations. In this way, even if we cannot eliminate data colonialism immediately, we lessen 
its degree and help communities targeted by digital autocracies.

B. Privacy

The right to privacy is a fundamental human right protected under international law as 
well as by the legal regulations of many countries. It refers to the right to protect an 
individual’s information from public scrutiny, ensuring that individuals must provide their 
informed consent for their information to be collected and processed by both public and 
private institutions (Haydel). Thus, it implies that even where information is given to the 
state voluntarily, there is an obligation to handle the information with respect to this right, 
regardless of the conditions under which it was provided. 

There is a strong international consensus on the significance of the right to privacy. This 
fundamental right is guaranteed by many international institutions. For example, Article 
12 of the United Nations Declaration of Human Rights (UDHR) and Article 17 of the 
International Covenant on Civil and Political Rights say that: “No one shall be subjected 
to arbitrary interference with his privacy, family, home or correspondence, nor to attacks 
upon his honor and reputation. Everyone has the right to the protection of the law against 
such interference or attacks” (United Nations). Article 14 of the UN Convention on Migrant 
Workers, Article 16 of the UN Convention on the Rights of the Child, and Article 8 of the 
European Convention on Human Rights are some of several other international regulations 
to protect individuals’ privacy.

Despite the omnipresence of international efforts to protect the right to privacy, contemporary 
debates around privacy interpret it as a private concern rather than a collective one or a 
political responsibility. However, we need to achieve a broader understanding of privacy 
by scrutinising state actors and their violation of privacy for their political benefits as well 
as big technology companies that are responsible for the protection of user privacy, but 
in fact, open individuals’ lives to scrutiny sometimes for their own benefits and sometimes 
upon the request of governments.

Smart cities are a reminder of the need to observe states and private actors closely to better 
grasp the centrality of privacy or the lack of privacy in enabling digital authoritarianism. They 
are a governance innovation in which the ICTs are combined with public administration 
mechanisms with the promise of improving the safety of individuals. Mass data collection is 
a major characteristic of those cities around the world, and smart cities exacerbate existing 
privacy concerns by integrating data collection across various services, such as utilities, 
transport, security and so on. For example, China uses smart city systems in Xinjiang Uyghur 
Autonomous Region (XUAR) to monitor and restrict the social life of the Uyghurs, a Turkic 
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Muslim minority group subjected to cultural genocide. Darren Byler, a scholar well-known 
for his research on China’s use of technology against minorities, says in an interview that: 
“Over 500 cities and municipalities across China have developed smart city systems that 
use forms of biometric surveillance. […] it appears as though disfavored populations like 
the Uyghurs and Tibetans are the most dramatically affected by such systems — with the 
police being alerted to their presence in communities across the nation” (Byler).

China is highly relevant because the Chinese government cooperates with pro-government 
private technology companies to develop those biased smart city systems that target 
minorities. The United States has previously sanctioned many China-based companies for 
supporting the government’s data-enabled privacy violations. For example, Dahua was 
sanctioned for developing a system of “Uyghur warning” for Chinese police (IPVM). The 
Dahua’s system monitors Uyghurs by infiltrating into their communication tools to obtain 
their private data as well as ethnicity profiling them through its facial recognition mechanism. 
Other examples are CloudWalk and Hikvision that cooperate with the government to collect 
Uyghurs’ private data and use artificial intelligence to identify their ethnicity (Mozur). While 
states increasingly employ facial recognition technologies as a tool of ethnic profiling and 
repression, current evidence shows that the facial recognition market will be worth USD 13 
billion by 2028 (Macdonald). Therefore, facial recognition will be a key concern of human 
rights advocates in the near future.

Hacking and cybersecurity violations are an omnipresent threat where technology is 
increasingly used in public administration. In July 2019, the largest incident of hacking 
civic data recorded occurred in Bulgaria, where the tax records of 5 million Bulgarians were 
hacked and made public (Santora). In 2015, the private data of more than 4,000 American 
military and civil personnel working for the Joint Chiefs of Staff was leaked (Kube and 
Miklaszewski). Cybersecurity experts noted that almost all governments were vulnerable 
to these types of hacks because they are unwilling or unable to make the kind of large-
scale investments that would actually make data held at the scale of government genuinely 
secure. Governments have demonstrated that they are more eager to collect data than 
to protect it. More importantly, they rarely provide avenues for citizens to complain or 
demand recourse in cases where this kind of hacking occurs. 

One obvious response to this state of affairs is to pass 
more effective data protection laws. Still, data protection 
laws only work where governments are willing to be 
constrained by the legal regime, which has not been the 
case even in countries that are seen to be democratic. In 
2016 the American Civil Liberties Union (ACLU) reported 
that the police department in Baltimore purchased 
Geofeedia technology that allowed them to conduct 
surveillance on anti-police brutality protesters and use 
that information to intimidate protesters by enforcing 
past warrants or outstanding fines (Ozer). Similarly, 
governments often carve large exceptions for national 
security into data protection and data privacy laws that 
undermine the overall effectiveness of the laws or allow 
them to be used discriminatorily. 
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C. Digital Transnational Repression

Sometimes, oppressive governments employ data governance tools to intimidate and silence 
dissidents and anti-regime activists abroad, which is called digital transnational repression 
(Schenkkan and Linzer). In other words, a digitised world gives states the opportunity to 
challenge the boundaries of sovereignty (Lewis), and hence, they practice digital repression 
by going far beyond their borders to achieve their political goals. Transnational repression 
has long been among the common practices of oppressive governments. According to 
Freedom House, transnational repression occurs in four categories: direct physical attacks, 
co-opting other countries to act against target people or groups, mobility controls (e.g., 
cancelation of passports), and threat from a distance including “online intimidation or 
surveillance and coercion by proxy, in which a person’s family, loved one, or business partner 
is threatened, imprisoned, or otherwise targeted” (Schenkkan and Linzer). The term digital 
transnational repression greatly illuminates how states threaten anyone from a distance. 

According to a recent study, many countries, such as China, Egypt and Saudi Arabia, are 
increasingly adopting the methods of digital transnational repression because this form of 
repression brings some advantages to the states (Al-Jizawi et al.). Lack of accountability 
is an advantage here because international legal regulations about transnational digital 
attacks for repressive purposes are still underdeveloped. Therefore, when authoritarian 
states target anti-regime citizens abroad, they are not likely to face legal sanctions. This 
legal gap creates an incentive to maintain transnational digital attacks. Digital transnational 
repression also results in a more widespread chilling effect (Al-Jizawi et al.). When anti-
regime activists abroad experience spyware, malware or similar repressive methods, they 
conclude that they are not safe even in another country. The report states that, “Having 
one’s private life exposed after a malware attack, or learning that a family member was 
threatened, can prompt a person to scale back or halt rights activism or other undesired 
behavior immediately” (Schenkkan and Linzer 13). In the long term, those activists who 
are subjugated by their authoritarian governments give up fighting against them, which 
decreases the possibility of a democratisation in their countries.
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